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Dear Ms. Dortch:

Herewith transmitted, on behalf of United States Cellular Corporation and its affiliates, are
its 2008 CPNI Certification and Accompanying Statement for filing in the above-referenced docket.

In the even there are any questions in connection with this filing, please communicate with
the undersigned.

Very truly yours,

7% 2,

Peter M. Connolly

Enclosures

cc: Enforcement Bureau, FCC (2) via 1* class mail, US Postal Service
Best Copy and Printing, Inc. (1) via electronic mail
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Anvnunl 47

Annual B 2008 ] CPNI Certilication Tor 2008
Date filed: February 27, 2006

Namie of company covered by this certification: United States Cellular Corporation and 18 afliliates listed in
Atiachment A

Form 499 Filer ID; See Atschmen! A
Name of signatory: Steven T. Campbell
Title of signatory: Executive Vice President - Finance, Chiel Financial Officer and Treasurer

I, Steven T, Camphbell, certily that | am an ofTicer of the company named abave, and acting s an agent of
the company, that | have personal Knowledge that the company has establishied operating procedures that are
adéquate to ensure compliance with the Conmmission's CPNI rules. See 47 CER. § 642001 &f seq.

Attuched 1o thas cerhification 15 o accompanying stutement explaining how the company's procedures
ensure that the company i [n complianee with the requirements set forth in section 64,2001 ¢f seq. of e
Commussion's rules,

The company has not taken sny actions {proceedings instituted or petitions filed by a company at either
state commissions, the court system, or at the Commission) against dats brokers in the past year

The company has reported o tofal of twenty incidents concerning the alleged wnauthorized release of CPNI
in the past year  Sixteen of these incidents were Trom complainty received from customers with the remaining four
inctdents belng internilly dentified and reported. This smull number of complaims s from a customer base ol over
six milllon customers. OF these reponted alleged incidents, ten were related 1o instanees of improper diselosure 1w
individuals not authorieed o receive the information, cight were related o improper adeess W anline information by
individuals not nuthorzed to view the information, and two were related (o instances of improper access by
employees. Most of these meidents were related 1o domestic dispuies and none of the incidents involved more than
One cuslomer account

. Wl e "I{__
Signed L .

Steven T. Campbetl
Executive Vice President - Finance, Chiel Financial Officer and Treasurer
United Staies Cellular Corporation
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Attachment A
Company Names and Filer 1D

Company Name
linos RSA No 3, Inc.
USCOC of lilinos RSA No. 4, Inc.
North Carolina RSA No. 9, Inc.
Caldomia Rural Service Area 1, Inc.
USCOC of Pennsyivania RSA # 10-82, inc
Hardy Celular Telephone Company
USCOC of Now Hampshire RSA # 2. Inc
Vermont RSA No. 2-B2, inc
Manchester-Nashua Celuiar Telephone L P
Davenport Celiular Tedephone Company
USCOC of Greater lowa, inC.
Cedar Rapios Cellular Telephone, L P
Bangor Cellular Telephone Company, L P
USCOC of Greater Missown, LLC
Oho State Callular Phone Company, inc. (for Roanoke)
Oho State Cellular Phone Company, inc. (for Lynchburg)
Charicttesvile Cedular Partnership
USCOC of lowa RSA No. 1, Inc.
USCOC of Greater Mssoun, LLC
USCOC of Minois RSA No_ 1, Inc.
USCOC of Greater Missoun, LLC
Oheo State Cellular Phone Company, Inc. (for NC 3)
USCOC of Viginia RSA # 2. Inc.
USCOC of Cumbertand, Inc.
USCOC of lowa RSA No, 18, Inc
Ohso Stale Celular Phane Company, Inc. (for lowa 5)
Kansas #15 LP
lowa 13, Inc
La Crosse Celiular Telephone Company, Inc.
Tennesses RSA No, 3 Limited Parinership
Tennessea RSA No. 4 Sub 2, Ing,
USCOC ol South Caraling RSA # 4, ne,
Yakima MS5A Limited Parinership
Lewiston CellTelCo Partnership
Dutwique Cellular Telephane, L P
Farmers Callular Telephone Company, Inc.
lowa RSA No. 8 Limited Partnership
Waterloo Cedar Falls CaliTelCa
lowa RSA No. 12 Limited Parnership
United States Celutar Operaling Company of Mediord
McDaniel Cellutar Telephone Company
USCOC of Washington 4, inc.
Dregon RSA & 2, Inc.
USCOC of Oregon RSA # 5, Inc
USCOC of Greater Missouri, LLC
USCOC of Greater Messouri, LLC
United States Celiutar Telaphone of Greater Tulsa L L.C.
Morth Caroling RSA Mo 4, Inc
Irdana RSA Ko 5 Lmaeg Partnershyg
- |



802824
BOZB33
802849
802851
BOZHED
802863
H02866
802869
B02875
HOZBTH
807609
817222
817226
817228
817230
817232
818126
818128
820085
821502
821504
521506
821508
821600
822062
822442
B23622
823624
25693

Attachment A

Company Mames and Filar ID
indiana K34 Mo. 4 Limited Partnarship
United States Cellular Telephone Co. {Greater Knoxville), L.P.
Taxahoma Cefiular L.P.
N H# 1 Rural Callular, Ing.
Maine RSA Mo, 1, Ing,
USCOC of Okiahoma RSA # 10, Inc,
USCOC of North Carolina RSA # 7, Inc.
Yirgnia RSA# 7, Ino.
Morih Carolina RSA No. 8, Inc.
Yirginia HSA # 4, Ino
USCOC of Virgmia RSA # 3, Inc.
Green Bay Cell Telh Co,
Madison Celiular Telephone Company
WSCOC of Rockford, Ine,
Kenosha Cellular Telephona, P
Racine Cellular Telephone Company
Jacksonville Cellutar Telephone Ca.
Wilmington Cetlular Telephone Co,
USCOC of Graater Missour, LLC
USCOC of Grealer Missoun, LLC
USCOC of Richland, Inc
Maine RSA F 4, Inc.
United States Cellular Oparating Company
¥-12 WIRELESS, L.P.
BMG GROUP, LL.C
Linited Siates Cellular Operating Company of Chicago, LLC
USCOC of Rochester, inc
USCOC of 8t. Joseph, Inc
USCOC ol KE/NE Ing,



1008 Statement of CPNT Compliance Procedures

United States Cellular Corporation on behalt of ts CMRS operuting allilintes
feollectvely U5, Cellular™ or the “Company”) has established operating procedures
intended to ensure compliance with the requirements of Section 222 of the
Telecommunications Act of 1996, as amended, and with the implementing rules adopted
by the Federal Communications Commission at 47 C.F.R. Pant 64, Subpant U ("CPNI
Rules”). Unless otherwise stated, this statement reflects the operating procedures in place
as of December 31, 2008,

Responsibility for the overnll compliance of the Company with the CPNI requirements
lies with the Director of Customer and Data Privicy who reports to the Viee President,
Legal and Regulatory Affairs. Among other things, the Director of Customer and Data
Privacy is regired to do a year end assessment of the status of US, Cellular's
compliance efforts with the CPNI Rules and other privacy protection miniatives, This
process requires that key moanagers whose organizational doy to day duties are impacted
by the CPNI Rules be interviewed and provide u statement that U.S, Cellular's practices
and procedures concerning protection of customer informaton are being adhered to. This
process mvolved 27 interviews and the execution of 14 compliance statements atiesting
to the fact that LLS. Cellular's operatng procedures ensure compliance with the CPNI
Rules,

LS. Cellutar has implemented the following procedures in-order 1o protect the CPNI of
CUT Customers:

Permission Notice for use of CPNI by Agents and AfMTHates:

Currently, U.S. Cellular exclusively provides CMRS services, Thus, every marketing
interaction that it has with customers is exclusively “within emtegory” os the FCC has
delined that term and for which no explicit permission from customers (s required to
aceess and use a customer’s CPNL LS, Cellular also bas an Agent distribution chatnel
for both m-bound and out-bound customer interactions and relationships with other
affiliates who may from time to time have a need to access customer information for
murketing telecommunication services to customers, With respect 1o the use of CPNI by
Agents and Affiliates, US, Cellular obtains permission from customers using the FOC
sunctioned Notee and Opt-Out method as follows:

»  Postpay customers who receive a monthly bill by mail receive u CPNI Notice
the form of a bill insert included with the customer bill informing them about
CPNI and their right to restriet its use, disclosure, or necess. Prepay customers
with a valid name and address receive a letter mailed to the address of record
providing them with the same CPNI Notce. Copies of the CPN] Notice are posted
on LS. Cellulur's website us well s made available upon request at its retail
stores of through s call centers,



o Although not required by the CPNI rules, all mailed notices are in dual language
(Enghish and Spanish) and the eontents of the Notice satisfy the substantive
requirements of 47 C.F.R, 2008 (2)(c)( 1) through ( 1),

» A campaign calendar is maintamed and a campaign management system is used
to generate campaigns for CPNT notices to existing customers no later than every
2 years,

o Customers are given a minmum of 33 days to respond to the CPNI Notice before
they are considered to have provided implied consent 1o allow Agents to use,
disclose, or access thelr CPNI for marketng purposes, The billing system
maintaing the CPNI status of n customer as either in their initial potification
waiting period or opted out, or having provided implied consent. Agents have
received specilic written direction that they are not to sccess any CPNI from new
customers for marketing purposes until the ime period has passed for determining
the customer’s CPNI permission status,

e An Interactive Voice Response ("IVR”) system with a dedicated toll-free number
15 available on a 24/7 basis {except for minmum downtime for required
masintenance in off-hours) for customers to contact i order (o opt-out, Customers
also may visit o Company owned retail store or contact a Company owned call
center to opt-out. Customer calls are automatically routed to o ¢all center in the
event that the IVR 15 unavilable. There is no additional cost to the customer to
use #ny of these opt-out methods,

» A process is i place for the monitoring, reporting, and escalation of the IVR
system’s availability to support customer opt-out calls,

Approval for use of CPNI:

s Customer elections to apt-out from providing their consent to allaw retail agents
and third pany call centers (“Agents”) to use, disclose, or access thelr CPNI for
marketing purpases remain in effect until a customer requests that such elechon
be revoked,

o Records of customer opt-out elections are maintmined inour customer information
billing system For at least as long as the cusiomer remains in active status,

o Customers’ opt-out stitus 1 sutomatically updated datly n the campaign
management system used by the intermal U.S. Cellular marketing associotes who
prepare marketing campaigns. Agents of LS. Cellular are instructed in writing
that they should not contact customers that have not provided implied consent for
marketing purposes in which CPNI is used. These customers are contacted only
by LS. Cellular's own intemal telemarketing and sales associates,

General Safeguards for use of CPNI



All Company and Agent associates are required to take CPNI traming withan their
first 30 days of employment or prior to working i a front line position,
Additional policy and procedures training 15 provided to front ling associates.

LLS. Cellular has an express disciplinary process i place 1o protect customer
privacy and CPNI While associates are subject to progressive diseiplinary actions
for failures to comply with the Company’s policies pertaining to customer privacy
and CPNI, a failure to authenticate a customer in accordance with the Company
procedures for doing so or providing call or text message detail over the phone is
subject 1o the most significant disciplinary setion and is grounds for immediate
termination, Agents of the Company are informed m writing of thewr obligations
to protect customer privacy and CPNI and are subject 1o disciplinary actions
Including possible contract termunation for non-compliance with the terms of their
apreements,

Company and Agent divect marketing and market research campaigns (0 existing
customers using CPNI are documented, reviewed, and approved by o manager
with supervisory authonty. LS, Cellular policy requires that the campaign
records be stored for o mimimum of one year.

Authentication

Customers are authenticated when requesting CPNI over the phone by providing
multiple elements of identification imformation. A pop up sereen is provided on
every inbound call to ong of our ¢call centers reminding associates that they musi
validate o customer before providing any information, The associate must close
the pop-up sereen inorder 1o be able W proceed lurther and have access o any
customer record. As described above, failure to validate a customer is subject o
LLS, Cellular's disciplinary process regardless of whether the failure to validate
resulted in the inappropriate use of CPNI

LLS. Cellular policy prohibits associates from using readily available biographical
imformation (“RABI) or secount information to prompt customers for their
passwords,

LIS, Cellular policy prohibits our associates from providing call detail over the
phone even if the customer has been properly validated. U.S. Cellular policy
requires that requests for coll or text message detm) from customer-initiated phone
contacts by postpay customers be fulfilled by mailing the information to the
address of record for the aecount.

LS, Cellular policy requares that our customers be authenticated by our associates
and Agents with u valid photo 1D before providing CPNI during an in-store
contuct ab refar] stores.
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o Penedic associate entitlement reviews for appropnate level of access,
imeluding sdmimstrative access. This imcludes protection agminst the
accumulation of acoess rights during asgociate role transfers.
Removal of access rights for terminnted associates. This process is
partiilly nutomated,
o Separate developer aceess procedures requunng higher level of approval
that are routinely reviewed,
Pervidic uuditing of these processes

w

s Vulnerability scans on externally-facing and internal LS. Cellular systems are
performed routinely. These activities attempt to discover vulnerabilines that may
be explotted to compromise the secunty of the internal ULS. Cellular network and
the customer dita it containg,

» Layers of firewalls secure the network perimeter, DMZ, and internal systems,
Firewalls restrict and filter connectivity to the systems that provide sccess o
CPNIL

= Network intrusion detection systems und itrusion prevenbion systems are in place
that monitor the network perimeter for network vulnerabilities or suspected
compronuses. Attack signatures are updated weekly on the network intrusion
detection and prevention systems.

o  Systems are patched to protect against known system vulnerabilities.

s Anti-virus sofbware s installed on workstations o bep protect agoinst known
viruses, worms, and Trojans.

All of the foregoing measures demonstrate that U5, Cellular has established operating
procedures that are adequate 1o ensure complisnce with the FCC's CPNT Rules

In 2008, U8, Cellular experienced periodic attempts by pretexters 1o gain access o CPNI
or other customer personal information, Most documented instances of attempied
unauthonzed aceess to customer data experienced by U.S. Cellular appear to be related o
domestic disputes. In other cases, prefexters atiempted to get information (typically
confirmation of o billing address) over the phone by posing as a Company assocuite
claiming to be having problems accessing customer information from their alleged work
locations. 11,5, Cellular provided additional traming and awarengss 1o front line
associates to address these specific pretexting attempts.  An additional safeguard 1o
thwart pretexters was recently implemented which requires associates to provide o
“qecurity word"” as part of the authentication process when handbing requests for customer
account information from other associates. The computer generated "secunty word™
changes frequently and must be provided to discuss customer account information.



